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Every litigation team is looking for it. The "smoking gun". You know where it is—it’s in that forest of paper that opposing counsel has—and you’ve got to find it.

But what if the “gun” isn’t paper, and never was? What if there is no forest? It may just be made up of bytes, zeroes and ones that mean something electronically.

Today, more than 93 percent of documents generated are originally created in an electronic format. Those documents have never been in a paper or analog format, and probably never will be in a paper format. How many offices actually have a typewriter? Maybe for labels and envelopes, but that’s about it. As such, a traditional discovery demand will not capture this electronic information if you don’t specifically ask for it.

The demand to understand electronic discovery tools has never been greater, but even more important is the fact that the demand will only increase. For some, the solution has been either to ignore potential evidence or decide to operate without it.

The scariest prospect is the sheer amount of data created, and it is nothing short of infinite. In 2008, internet users alone, will generate just over one hundred sixty-one (161) exabytes of data (an exabyte is a billion gigabytes). The average American can have more than a gigabyte of just e-mail on his or her hard drive, any one of which may be highly relevant to your case.

As we continue to move away from traditional modes of communication like letters and telephone calls, the hard drive, pen drive, back-up tape and hosted storage become more important sources of data. On the storage devices can reside e-mail, text messages, spreadsheets, text documents, applications and contact management tools that house all kinds of interesting information.

American employees now send more than one billion email messages daily. This doesn’t even include the multiple drafts and edits that are saved electronically. How many e-mails did you compose today? If you do the math, you can tell that people write more electronic evidence than they do postcards, and the electronic “paper trail” is easily tracked with a far greater likelihood of revealing a person’s true intention. Electronically, you can see drafts and changes they made to the final work product, and much more.

Striking a balance between obtaining the information needed to handle a case while managing the costs associated with the discovery process has continued to baffle even the most battle-tested litigation team. Creative litigation management techniques that maximize efficiency through technology continue to be on the rise. A leading authority in computer forensics stated the rule of thumb in Electronic Data Discovery best in the Five “A’s”:

1. Admissibility. It must guide every step, everything that is done;

2. Acquisition. Get the evidence without altering or damaging the original;

3. Authentication. A working copy for review has to be identical to the source data;

4. Analysis. A review tool must be used in a manner that retains its integrity;

5. Anticipation. You have to expect the unexpected.

Other than the smoking gun, the greatest value in the electronic universe is the metadata. Metadata is information about the files you’re looking at on a hard drive or disk. Microsoft Knowledge Base Article Q223396 aptly shares the information stored in documents created in all versions of Word, Excel and PowerPoint, including:

· Your name

· Your initials

· Your company or organization name

· The name of your computer

· The name of the network server or hard drive where you saved the document

· Other file properties and summary information

· Non-visible portions of embedded OLE objects

· The name of previous document authors

· Document revisions

· Template information

· Hidden text
· Comments and annotations
As opposed to accepting the witness for a deposition provided by opposing counsel—you may be able, through metadata, to identify exactly who you’d like to notice for a deposition or seek as a witness.

The first step is to call upon opposing counsel or an adverse party to maintain the documentation by issuing a “Preservation of Evidence Letter.” This advises the party receiving the letter that they have a legal duty to preserve, retain and protect all possibly relevant evidence, including electronic evidence, once litigation appears eminent or has commenced. See, e.g., Playboy Enterprises, Inc. v. Terri Welles, et al., 60 F. Supp. 2d 1050 (SD Cal. 99); see also, Klupt, et al. v. Krongard, et al., 126 Md. App. 179, 197, cent. Denied, 355 Md. 612 (1999); White v. Office of the Public Defender, 170 F.R.D. 138, 148, affirmed on other grounds, 23 F. Supp. 2d. 611 (D. Md. 1998).

This letter will serve to safeguard the scope of your impending discovery demands and helps to avoid spoliation.

The most important process in the electronic arena is to gather the information first, and only then decide what and how you’re going to use it. It may seem obvious and silly, but while you may not use it at all, the fact remains that if you don’t ask for it, you’ll never know if you need it.

During the electronic process, you need to create search parameters and remove duplicate documents and do detailed electronic searches. A recent case example from our office uncovered almost 1.2 million e-mails that, with excellent search parameters from the litigation team we whittled down to just over 70,000 e-mails after deduping. This represented a monumental savings to the law firm and correspondingly the client.

Litigation professionals need not fear the electronic discovery arena. The first step is to ask for everything you might plausibly need, and then come up with a strategy to identify your smoking guns.
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